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Abstract

Market abuse has entered a new era. What was 
once episodic, localised and largely detectable is now 
growing in frequency and magnitude, cross-border 
and increasingly difficult to detect. Insider trading, 
spoofing and manipulation no longer necessarily 
occur within a single asset class, venue or commu-
nication channel. They can unfold across markets, 
platforms and jurisdictions. Technology has accel-
erated this shift. Algorithmic trading compresses 
reaction times to milliseconds. Digital assets trade 
24/7 across fragmented venues. Social media and 
encrypted messaging enable rapid coordination out-
side traditional surveillance perimeters. Meanwhile, 
regulators are raising expectations, not lowering 
them, using advanced analytics of their own and 
imposing record-breaking penalties for failures in 
supervision, recordkeeping and detection. For senior 
executives, the implication is clear: market abuse 
has evolved beyond a traditional compliance issue. 
It is a strategic risk that tests the resilience of a 
firm’s governance, data architecture, operating model 
and culture. As markets accelerate, AI is no longer 
optional. It has become the foundation of effec-
tive surveillance, while simultaneously introducing 

new governance, explainability and accountability 
expectations from regulators. This paper explores 
five structural trends redefining market abuse risk 
and outlines the decisions leaders must make to 
adopt AI-driven surveillance in a way that is defen-
sible, scalable and aligned with regulatory expecta-
tions. This article is also included in The Business 
& Management Collection which can be accessed 
at https://hstalks.com/business/.

Keywords: Market abuse, artificial intelli-
gence (AI), market surveillance, financial 
compliance, regulatory enforcement, 
cross-market manipulation, off-channel 
communications, crypto assets, natural 
language processing (NLP), anomaly 
detection

DOI: 10.69554/TKFJ7658

TREND #1: REGULATORY 
ENFORCEMENT IS BECOMING 
SYSTEMIC — AND LESS FORGIVING
Global enforcement activity has reached 
historic levels (see Figure 1), but the more 
important shift is not the size of the fines, it 
is how regulators are enforcing.

In North America, enforcement penal-
ties surged to US$25.3bn in 2024,1 nearly 
triple the prior year.2 The US Securities 
and Exchange Commission (SEC) brought 
more than 500 enforcement cases3 related 
to insider trading and market manipulation, 
underscoring that selective deregulation 
in areas such as crypto or Environmental, 
Social and Governance (ESG) does not 
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translate into reduced scrutiny of core mar-
ket integrity obligations.

Figure 1  Examples of regulatory actions 
Sources:4,5,6 (see footnotes)

Figure 2  How regulators evaluate market abuse 
programmes today

During the same period, the UK’s 
Financial Conduct Authority tripled fines year-
over-year to £176m,7 supported by expanded 
use of data analytics and a renewed focus 
on senior manager accountability. Across 
the European Union (EU), MAR 2.0 and 
updated European Securities and Markets 
Authority (ESMA) guidance on digital 
communications are closing surveillance 
gaps by requiring firms to monitor previ-
ously untracked channels (such as chat apps, 
social media and collaboration platforms) 
and detect more subtle or complex forms of 
market abuse.

Across Asia–Pacific, regulators are mov-
ing beyond reactive, outcome-based reviews 
and into programmatic inspections, scru-
tinising the inner workings of surveillance 
programmes, from governance and design 
to testing and implementation. This trend is 
mirrored globally both in Europe and in the 
US, where the SEC and Financial Industry 

Regulatory Authority (FINRA) are increas-
ingly focusing on programme design and 
control effectiveness rather than just flagged 
trades. In Canada and parts of the Middle 
East, regulators are similarly examining the 
robustness of monitoring frameworks, sig-
nalling a worldwide shift towards proactive, 
structurally focused oversight.

Executive Takeaway
Regulatory enforcement has evolved from 
identifying isolated control failures to assess-
ing whether firms have built structurally 
sound, AI-enabled surveillance programmes 
capable of detecting modern market abuse 
by design (see Figure 2). Regulators are 
increasingly focused on surveillance archi-
tecture, model governance, cross-market 
visibility and management accountability, 
not just isolated outcomes.
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At the same time, scrutiny is intensify-
ing rather than plateauing. Firms that fail to 
integrate technology, analytics and organi-
sational culture into a unified surveillance 
strategy face escalating financial, operational 
and reputational risk. In this environment, 
complacency is no longer a passive exposure 
but an active liability. Sustainable compli-
ance now requires integrated, real-time 
monitoring embedded across products, 
channels and regions.

TREND #2: OFF-CHANNEL 
COMMUNICATIONS ARE NO LONGER 
TACTICAL, THEY ARE STRATEGIC
Off-channel communications (WhatsApp, 
Signal, WeChat, personal email, collabora-
tion tools and social platforms) now sit at the 
centre of coordination, intent and execution 
in financial markets. US regulators alone 
have imposed more than US$3.5bn in penalties8 
for recordkeeping and supervision failures 
tied to unapproved communications.

Similarly, in its latest report on off-chan-
nel communications, the Financial Conduct 

Authority (FCA) found breaches in 8 of 11 
firms examined,9 concentrated among larger 
institutions with complex operating models.

Around the globe, watchdogs are mak-
ing it crystal clear: if it is business-related, it 
must be recorded, regardless of the platform. 
The takeaway? Geography changes the fine 
print, but the message is universal: unmon-
itored off-channel business communications 
are a compliance landmine (see Figure 3).

Executive takeaway
The core surveillance challenge facing 
financial institutions is not off-channel com-
munications themselves but architectural 
fragmentation. Without a unified, end-to-
end view of communications across voice, 
messaging, email, collaboration tools and 
emerging platforms, firms cannot reliably 
detect intent, collusion or evolving forms 
of market abuse. Fragmented systems create 
blind spots that no policy prohibition can 
fully address.

Senior leaders therefore face a strategic 
choice: prohibit off-channel communications 

Figure 3  Global crackdown on off-channel communications 
Sources:10,11,12,13,14 (see footnotes below)
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and accept growing enforcement risk as usage 
persists beyond visibility; tolerate off-chan-
nel use and accept material surveillance 
gaps; or enable compliant communications 
through systematic capture, archiving and 
monitoring.

Figure 4  Why off-channel bans fail

Only the controlled enablement approach 
is sustainable. High-net-worth clients, 
younger traders and globally distributed 
teams increasingly rely on informal, mobile 
or encrypted channels, making outright 
prohibition operationally unrealistic and 
regulatorily insufficient (see Figure 4).

Sustainable compliance now requires an 
integrated, AI-driven surveillance strategy 
that enables communication while ensur-
ing full regulatory coverage. This includes 
omni-channel capture across voice, mes-
saging, email and collaboration platforms; 
consolidation of all records into a single 
regulatory archive; and correlation of com-
munications with trading activity to identify 
intent and suspicious behaviour.

Advanced AI and natural language pro-
cessing (NLP) analytics are essential to 
process unstructured data at scale, reduce 
false positives and surface true risk. Firms 
must also establish mandatory training, clear 
escalation paths and leadership accounta-
bility for misuse, while ensuring encrypted 
or ephemeral communications are captured 
and analysed in line with regulatory expec-
tations. For global operations, surveillance 
must extend across languages, platforms and 
regions, linking communications directly to 
trading behaviour.

Holistic, AI-enabled surveillance architec-
tures ensure no channel is left unmonitored. 
This empowers employees to communicate 
effectively while closing structural com-
pliance gaps and positioning firms ahead of 
intensifying regulatory scrutiny.

TREND #3: CRYPTO IS DRIVING A 
RETHINK OF SURVEILLANCE ACROSS 
ALL ASSETS
With a global market capitalisation 
approaching US$4tn15 and accelerating 
institutional adoption, crypto is no longer 
peripheral. Exchange-traded funds (ETFs) 
and decentralised finance (DeFi) platforms 
are integrating digital assets into mainstream 
portfolios, while regulatory frameworks 
such as Markets in Crypto-Assets Regula-
tion (MiCA) in the EU and Market Abuse 
Rules for Crypto (MARC) in the UK for-
malise oversight.

Across regions, the trend is clear: regu-
lators are closing gaps, leveraging advanced 
technology and demanding comprehensive 
oversight to protect investors and maintain 
market integrity. Crypto markets now face 
the same expectations and scrutiny as tradi-
tional financial markets (see Figure 5).

Yet crypto markets remain uniquely 
vulnerable: pseudonymity, fragmented 
liquidity, 24/7 trading and cross-exchange 
and cross-border activity create ideal con-
ditions for manipulation. Pump-and-dump 
schemes, wash trading, spoofing and insider 
trading mirror traditional market abuse, but 
at greater speed and scale (see Figure 6).

Additionally, even in a digital-first 
market like crypto, human conversations 
matter. Negotiations and collusion can hap-
pen via phone, encrypted apps or niche chat 
platforms.

Executive takeaway
Crypto is not a stand-alone compliance 
challenge; it is a stress test for the entire 
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market surveillance ecosystem. Its 24/7 
trading cycles, pseudonymous partici-
pants, fragmented and cross-border venues 
and rapid, multichannel information flow 
expose the limitations of legacy surveillance 

models built on static rules, siloed systems 
and delayed monitoring.

Figure 5  Global institutional crypto adoption and regulatory trends 
Sources:16,17,18,19,20,21,22 (see footnotes below)

Figure 6  The big challenges in crypto surveillance

Firms that cannot reliably detect manipu-
lation in crypto (whether through on-chain 
activity, cross-exchange trading behaviour, 
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derivative exposure or social media-driven 
hype) are unlikely to identify increasingly 
sophisticated abuse in traditional markets. In 
both environments, effective oversight now 
depends on real-time, cross-venue and mul-
tichannel surveillance capable of operating 
without gaps.

While crypto assets are digital, the stakes 
are tangible and growing. Market integ-
rity, regulatory compliance and reputational 
protection demand integrated surveillance, 
advanced analytics and a strong culture of 
accountability.

As crypto continues its rapid move 
into the financial mainstream, regulators 
increasingly expect firms to demonstrate 
continuous oversight that spans trades, 
blockchain activity and communications. 
Organisations that combine real-time trade 
monitoring, blockchain analytics and mul-
tichannel communications oversight are 
better positioned to manage risk while sup-
porting innovation.

Meeting this challenge requires an inte-
grated, AI-driven surveillance framework 
that unifies crypto and traditional asset 
monitoring across exchanges, venues and 
communication channels. Continuous, 24/7 
monitoring and alerting must be paired with 
real-time escalation protocols to address 
emerging risks as they develop.

Advanced AI and anomaly-detection 
models should be continuously updated 
to identify new manipulation tactics in 
high-velocity markets, including DeFi and 
tokenised assets, while correlating data 
across domains (eg on-chain transactions, 
communications, derivatives and spot trad-
ing) to uncover coordinated or cross-market 
abuse.

Governance and oversight are equally 
essential. Boards and risk committees must 
be educated on crypto-specific risks to ena-
ble informed decision making and reinforce 
accountability at the highest levels. Sur-
veillance programmes must also extend to 
social media and informal communications 

channels, where hype, misinformation 
and collusion can directly influence mar-
ket behaviour. Crypto’s constant trading, 
pseudonymity and global reach make these 
capabilities essential, not optional.

Ultimately, firms that can meet the sur-
veillance demands of crypto are better 
equipped to detect manipulation across all 
asset classes. By modernising surveillance 
architecture to operate in real time, across 
borders and channels, institutions can satisfy 
intensifying global regulatory expectations, 
strengthen investor confidence and future-
proof compliance across both digital and 
traditional markets.

TREND #4: CROSS-PRODUCT 
MANIPULATION HAS TURNED  
SILOED SURVEILLANCE INTO A 
GOVERNANCE RISK
Market abuse has evolved. It is no longer 
confined to a single stock or bond at a time. 
Cross-product manipulation (where traders 
exploit multiple instruments to move mar-
kets) has become a real and costly threat.

The rise of multi-asset products and 
high-frequency trading has heightened 
these risks, allowing manipulators to affect 
one instrument’s price through trades on 
another. The growth of crypto and DeFi 
has further exacerbated this issue, as trad-
ers may be able to exploit unregulated 
exchanges so as to influence prices on reg-
ulated platforms.

Recent enforcement actions underscore 
this shift. Penalties now regularly exceed 
tens of millions per case, signalling that 
regulators expect multi-asset visibility (see 
Figure 7).

Most legacy surveillance systems remain 
asset-specific, creating blind spots that 
sophisticated actors exploit. This is no 
longer a tooling gap; it is an operating model 
failure.
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Executive Takeaway
Traditional surveillance systems increas-
ingly struggle to detect sophisticated market 
manipulation because they are designed to 
monitor individual assets in isolation and 
operate within disconnected organisational 
and technology silos.

Figure 7  Notable enforcement examples 
Sources:23,24,25,26 (see footnotes below)

Fragmented teams, inconsistent data and 
manual processes create structural blind spots 
that make it difficult to link trades, positions 
and communications across products, mar-
kets and channels. As a result, coordinated 
and cross-asset abuse, often subtle by design, 
can persist undetected when oversight is 
confined to single-asset or venue-specific 
monitoring (see Figure 8).

The rise of cross-product market abuse 
delivers a clear lesson: fragmented, single-as-
set surveillance is no longer sufficient (see 
Figure 9). Effective detection now requires 
a unified, real-time approach that integrates 
data across multiple asset classes, combines 
on-chain and off-chain information and 
applies advanced AI and analytics to identify 
coordinated, anomalous or intent-driven 
activity.

By breaking down silos and correlating 
information across trades, positions and 
communications, firms can surface manip-
ulative behaviours (such as cross-market 
spoofing, mini-manipulation or coordi-
nated positioning) that would otherwise 
remain hidden. Achieving this level of over-
sight demands an integrated, AI-enhanced 

surveillance architecture built on unified 
data and cross-asset analytics.

Firms must also establish a centralised 
data foundation, including a standardised 
‘golden record’ through master data man-
agement, to align reference data across 
accounts, instruments and asset classes. 
Cross-asset correlation models should link 
activity across equities, options and deriv-
atives, while integrated communications 
surveillance connects trading behaviour 
with intent expressed across channels.

AI-driven anomaly detection and 
sophisticated model tuning are essential to 
distinguish legitimate hedging or complex 
strategies from manipulative behaviour, 
adapt to evolving market conditions and 
reduce false positives.

Finally, multi-asset alerting frameworks 
must correlate trades, positions and commu-
nications in real time to generate actionable 
insights, support timely escalation and main-
tain regulatory compliance.

TREND #5: AI IS NO LONGER 
OPTIONAL
AI is rapidly reshaping financial services, 
improving market abuse detection, compli-
ance and operational efficiency. Adoption is 
growing among firms and regulators alike, 
making detection faster, more accurate and 
harder to evade (see Figure 10).

Executive takeaway
AI directly addresses three structural lim-
itations that prevent legacy surveillance 
systems from detecting sophisticated mar-
ket abuse: scale and velocity, precision and 
adaptability.

Modern financial markets generate enor-
mous volumes of trading, communications 
and behavioural data across multiple venues, 
asset classes and time zones. Legacy sur-
veillance, built on siloed architectures and 
post-event analysis, struggles to process these 
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continuous, high-velocity data streams. The 
rapid proliferation of messaging applications, 
collaboration tools and social platforms 

further compounds the challenge by intro-
ducing vast amounts of unstructured data 
that traditional, rules-based systems cannot 

Figure 8  Why legacy surveillance systems miss the mark
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effectively interpret, creating gaps where 
manipulative behaviour can persist unde-
tected until harm has already occurred.

Figure 9  Siloed versus integrated approach

Precision represents a second key weak-
ness. Static, rule-based alerts frequently 
generate overwhelming volumes of false 
positives, flagging legitimate large trades, 
routine communications or normal market 
movements while obscuring genuine risk. At 
the same time, legacy tools lack the contex-
tual awareness required to interpret coded 
language, sentiment, behavioural nuance 
and cross-channel interactions. Without this 
context, compliance teams are forced to sift 
through noise rather than focus on coordi-
nated or intent-driven abuse.

Adaptability is the third (and most con-
sequential) limitation. Market abuse tactics 
continuously evolve to exploit the blind 
spots of predefined detection rules. Sophis-
ticated behaviours such as cross-asset 
spoofing, layering, collusion through chat 

or collaboration platforms and social media-
driven hype demand detection of dynamic, 
previously unseen patterns. Traditional tools 
cannot learn or adapt quickly, leaving firms 
reactive. AI-driven surveillance, by contrast, 
continuously learns from historical and real-
time data, correlates signals across trades, 

Figure 10  AI transforms financial services. 
Sources:27,28,29,30 (see footnotes below)
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communications, market data and sentiment 
and surfaces emerging abuse patterns before 
they escalate.

Figure 11  How AI solves market surveillance challenges

To operationalise these capabilities, firms 
should implement AI-enabled surveillance 
that delivers real-time, precise and adaptive 
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oversight by linking trades, positions, com-
munications and market data across all assets 
and venues (see Figure 11).

This includes: (1) deploying real-time, 
multi-source analysis to correlate trad-
ing activity, communications and market 
sentiment as events unfold; (2) enhancing 
precision through NLP and anomaly-de-
tection models that reduce false positives 
and surface coded or subtle manipulative 
behaviour; and (3) continuously adapting 
machine-learning models to evolving abuse 
tactics across equities, derivatives, crypto 
and social trading platforms.

AI systems must integrate across markets 
and data types to provide a holistic view of 
potential abuse, prioritise actionable insights 
through risk scoring, automated summaries 
and intelligent alerting and accelerate inves-
tigations by focusing compliance resources 
on the highest-risk cases.

Generative AI can further support com-
pliance teams by assisting with evidence 
collation, alert prioritisation and report 
drafting, freeing human analysts to focus on 
judgement-intensive investigations.

The takeaway for executive decision-mak-
ers is clear: AI is no longer optional. Firms 
that harness AI-powered surveillance gain 
real-time, precise and adaptive oversight 
capable of detecting sophisticated market 
abuse invisible to legacy systems, while 
improving operational efficiency, strength-
ening regulatory compliance and keeping 
pace with the complexity of modern finan-
cial markets.

CONCLUSION: AI-DRIVEN 
SURVEILLANCE IS A STRATEGIC 
IMPERATIVE FOR MARKET INTEGRITY
The era of market abuse has evolved and so 
too must the way firms detect, prevent and 
respond to it.

Legacy systems and siloed approaches are 
no longer enough. Market manipulation 
is faster, more complex and increasingly 

cross-asset, cross-channel and cross-border. 
AI-driven surveillance is the game changer, 
providing real-time visibility, reducing false 
positives and adapting to emerging abuse 
tactics.

Firms that embrace integrated, multi-
channel, AI-enhanced oversight do not just 
stay compliant; they gain a strategic advan-
tage, protecting market integrity, investor 
confidence and their own reputation. In 
today’s high-speed markets, proactive, intel-
ligent surveillance is not optional; it is the 
very foundation of resilience and trust.
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